Wireless @ Johns Hopkins

‘eduroam’ Configuration Guide:
Windows XP

Johns Hopkins has joined the eduroam (education roaming) federation. Membership
allows campus community members at any participating institution to use wireless
network services at any other participating institution with the simplicity and
convenience of providing the login credentials issued to them by their home institution.

This means that Johns Hopkins students, faculty, and staff may visit member institutions
domestically and abroad and use their JHED credentials to log into wireless.
Additionally, anyone with a valid JHED_ID may access the wireless network here at
Johns Hopkins. At JHU, the level of service provided by eduroam will be the same as the
level of service provided by the hopkins wireless network.

You will need to use your credentials in this format:

Login: JHED_ID@jhu.edu
Password: JHED password

To connect to eduroam at a visiting institution you will need the following information:

SSID (Network Name): eduroam

TCP/IP: DHCP

EAP Type: PEAP

Network Authentication: <visited institution authentication type>

Data Encryption: <visited institution encryption type>

Authentication Method/Protocol: MSCHAP-v2

Trusted Root Certification Authorities: Comodo/AddTrust External Root CA
Server name: freeradiuspilot.win.ad.jhu.edu

To connect to eduroam at Johns Hopkins you will need the following information:

SSID (Network Name): eduroam

TCP/IP: DHCP

EAP Type: PEAP

Network Authentication: WPA2

Data Encryption: AES

Authentication Method/Protocol: MSCHAP-v2

Trusted Root Certification Authorities: Comodo/AddTrust External Root CA
Server name: freeradiuspilot.win.ad.jhu.edu

Please see below for illustrated instructions.
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Connecting to “eduroam’ at JHU:

Step 1: From the Start Menu, click on Connect To and select Show all connections.
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Step 2: Highlight the Wireless Network Connection, and right click. Select Properties
at the bottom of the menu.

NOTE: Your wireless card must be enabled to make changes.
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Step 3: You should now see the wireless network properties. Select the Wireless
Networks tab. Then click Add.
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Step 4: Configure as shown below. Then click the Authentication tab.

Wireless network properties

Azsociation | Authentication | Cannection |

Metwork name [SSI0; | eduroam |
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Wireless netwark ke

Thiz nebwaork, requires a key for the fallowing:

Metwork Authentication:

Data encryptiorn: | AES L |

The key iz provided for me automatically
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Step 5: Configure as seen below. Then click Properties.

Wireless network properties
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Step 6: Configure as seen below. Then click Configure.
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Step 7: Uncheck the box below and click OK until you are back to the desktop.
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Step 8: Click the balloon that pops-up at the bottom of the screen.

[ Wireless Metwork Connection 2 X

Click here to select a certificate or ather credentials Far
connection ko the netwark eduroam
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Step 9: Enter your credentials, using your JHED_ID @jhu.edu, as the username,
JHED_ID as password, and WIN Domain.

Enter Credentials E|

e, -

User name: | <IHED_ID@ihu.edu |

Password;

Logan domain: | WIN| |

Save this user name and password For Future use

(04 l [ Zancel

You are now on the network!

Please see additional instruction below, if this is your first time connecting to a wireless
network at Johns Hopkins.
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JHARS Reqistration Required for First-Time Users:

Step 10: Open a new web browser window. If this is your FIRST time connecting this
device to a wireless network at Johns Hopkins, you will be directed to our JHARS
registration website. If you are not redirected, please type http://jhars.nts.jhu.edu. Click
Log On to continue.
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To enter The lohns Hopkins Address Registration System (JHARS) you must be
authenticated, The link below will take you to the Log On screen. You will first be
asked, howewver, to accept a security certificate, ensuring that your communication of
credentials is encrypted. Click Ok, when the dialog box pops up.

Log On
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Step 11:You may be prompted by a certificate warning, depending on what version and
type of web browser you are using. Please click Continue to this website.
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Security certificate problems may indicate an attempt to fool yvou or intercept any data you send to the
server

We recommend that you close this webpage and do not continue to this website.
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Step 12: Enter your JHED logon credentials and click Login to access the registration
process.
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BlEiSSSrRRASr HouE SRR R SnCHE S SSupng Welcome to the Johns Hopkins Enterprise Login.
First Tirne JHED Users Click Here
The purpose of Johns Hopkins Enterprise login is to provide a single sign on
functionality for our customers to access many applications with just ane log in.
JHED ID: JHED_ID | ¥ ¥ app j g

| Single sign-on (3507 is a mechanism whereby a single action of user

Password:l"“""l authentication and authorization can permit a user to access all computers and

Forgot Password? systemns where he has access permission, without the need to enter multiple
passwords. Single sign-on reduces human errar, a major component of
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ogin

Wye also have a Frequently Asked Questions section available for more
infarrmation and help.
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Step 13: Click on DYNAMIC IP to register.

CEX

ARS: The Johns Hopkins Address Registration System - Windows Internet Explorer
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JHARS: The Johns Hopkins Address Registration System
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IP Address Acquisition:

JHARS will allow your networking device to connect to the Johns Hopkins network via a dynamic, dynamic reserved, or a static IP. Most
users will only require a dynamic IP address to get started. Please choose an option below:

Register for a Dynamic IP Address

* Device needs to be configured for DHCP

Register For a Reserved Dynamic IP Address. B

A reserved dhcp address ensures that a client always gets the same IP Address. Examples of a reserved IP Addresses: Printers;
waorkstation that requires access to a Hopkins server for software, such as: Emtec, Eclipsys, etc.

Reserved IP
* Device needs to be configured for DHCP

Request a Static IP

Request a static, DMZ IP address or DNS entry for your server or other equipment.

Slatclt

* Manual TCP/IP Configuration

Done €D Intemet fy v Hi0% -
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Step 14: Click Confirm to conclude and submit the request.

HARS: The Johns Hopkins Address Registration System - Windows Internet Explorer
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JHARS: The Johns Hopkins Address Registration System

er For A Dy IP Address

MNote:
1. This is a one time registration process per system.

2. The system you are registering must be properly configured for DHCP.
3. You will be required to reboot the system after the registration process is complete.

NOTE: Please be patient — this process could take a few seconds to complete.
Colorindicates required field.

in Administrative Mode. Return to main menu or main admin menu.
Please remember to Log Off when done.

You are no

& Internet & 100%

Dane

Step 15: Please Reboot to conclude the registration process.

& JHARS: The Johns Hopkins Address Registration System - Windows Internet Explorer
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JHARS: The Johns Hopkins Address Registration System

Register For A Dynamic IP Address

Submission complete.

“ou must now reboot the system to complete the registration process. After reboot, you will have access to
the Hopkins network. If yvou experience any problems, please call the Hopkins Support Center at: 410-516-

HELP.
Return
You are now in Administrative Mode,
Please remember to Log Off when done.
Nl s
Done [& € Internet | Protected Made: On H00% -

11



Wireless @ Johns Hopkins

Where do | get additional help?

Technical Assistance (walk-up)
Garland Hall Basement
Monday - Friday 8:00 AM - 4:30PM

Contact the Support Center at:

(410)955-HELP [(410)955-4357]  Johns Hopkins East Baltimore
(410)516-HELP [(410)516-4357]  Johns Hopkins Homewood Campus
(443)997-HELP [(443)997-4357]  Johns Hopkins Mount Washington
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